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INTRODUCTION 

This Special Bibliography Series, Number 119, “Inside the Wire: American Security and 

Cyber Warfare,” was developed by the McDermott Library’s Social Sciences Bibliographer and 

Reference Librarian, Frances K. Scott, in support of the 58
th
 Academy Assembly to be held at the 

United States Air Force Academy, 14-17 March 2017. 

Most items cited in the bibliography are included in the McDermott Library’s collections, 

including on-line databases.  This year’s topic examines the policies, politics, and ethics of cyberspace 

and national security from a strategic perspective.  It challenges assumptions about cyber capabilities, 

cyber war, international relations, privacy, and considers how the US uses cyber to further national 

security objectives.  If you are a participant in this year’s Academy Assembly (the Academy’s oldest 

continuing annual event), we welcome you to your United States Air Force Academy.  We hope that your 

stay in the Colorado Springs area will be rewarding and enjoyable and that you find this year’s topic 

intellectually challenging. 

 

This bibliography available free of charge via the McDermott Library’s web site.  Comments 

may be sent to: 

HQ USAFA/DFLIB-REF 

Attn: Ms. Frances K. Scott 

Social Sciences Bibliographer 

2354 Fairchild Drive, Ste 3C9 

USAF Academy  CO  80840-6214 

 

This (and all the previous issues of the Special Bibliography Series) are available on the 

library’s web site at: 

https://afac.ent.sirsi.net/client/en_US/cadet/?rm=SPECIAL+BIBLIO0%7C%7C%7C1%7C%7C%7C

0%7C%7C%7Ctrue  

Comments about this year’s bibliography or other library programs should be sent to the 

address above. 

EDWARD A. SCOTT, Ph.D. 

Associate Dean and Director, 

McDermott Library 

March 2017 
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I.  DIRECTOR'S PICKS READING LIST 

Books, Government Documents, and Report Literature 

 

Healey, Jason. "The Five Futures of Cyber Conflict and Cooperation." Atlantic Council. 

December 14, 2011. http://www.atlanticcouncil.org/publications/issue-briefs/the-five-

futures-of-cyber-conflict-and-cooperation 

 

Herzog, Stephen. "Revisiting the Estonian Cyber Attacks: Digital Threats and Multinational 

Responses." Journal of Strategic Security 4, no. 2 (May 2011): 49-60.  

 

Landwehr, C. E. Landwehr, "History of US Government Investments in Cybersecurity Research: 

A Personal Perspective," 2010 IEEE Symposium on Security and Privacy, Oakland,  

(2010):14-20. 

 

Lindsay, Jon R. “Tipping the Scales: The Attribution Problem and the Feasibility of Deterrence 

against Cyberattack.” Journal of Cybersecurity 1, no. 1(September 2015): 53-67. 

 

Mills, John R. "The Key Terrain of Cyber." Georgetown Journal of International Affairs, (2012): 

99-107. http://journal.georgetown.edu/wp-content/uploads/2015/07/gj12712_Mills-

CYBER-2012.pdf. 

 

Rainie, Lee. "The State of Privacy in Post-Snowden America." Fact Tank. (September 21, 2016). 

http://www.pewresearch.org/fact-tank/2016/09/21/the-state-of-privacy-in-america/#. 

 

Raymond, David, et al. “Key Terrain in Cyberspace: Seeking the Higher Ground.” International 

Conference on Cyber Conflict, (3-6 June, 2014). 

http://ieeexplore.ieee.org/document/6916409/  

 

Posner, Richard A. "Privacy, Surveillance, and Law," University of Chicago Law Review 75, no. 

1(Winter 2008): 245-260. 

 

Rid, Thomas, and Peter McBurney. “Cyber Weapons.” The RUSI Journal 157 no. 1(February 

2012): 6-13. 

 

Warner, Michael. Cybersecurity: A Pre-history. Intelligence and National Security 27, no. 

5(October 2012): 781-799. 

 

Warner, Michael, and Michael Good. "Notes on Deterrence in Cyberspace." Georgetown Journal 

of International Affairs (June 2015): 71-78. http://journal.georgetown.edu/wp-

content/uploads/2015/07/gjia13006_Warner-CYBER-III.pdf  
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II.  CYBERSPACE DOMESTIC TOPICS 

Books, Government Documents, and Report Literature 

 

Barack Obama Administration. Presidential Policy Directive/PPD-20. White House, 2012. 

(https://fas.org/irp/offdocs/ppd/ppd-20.pdf)  

Betz, David J. and Timothy C Stevens. Cyberspace and the State: Towards a Strategy for Cyberpower. 

Abingdon; New York: Routledge, 2011. 

(HM 851 .B485 20141) 

Jarvis, Lee, Stuart Keith MacDonald, and Thomas M. Chen. Terrorism Online: Politics, Law and 

Technology. Routledge studies in conflict security and technology.  London: Routledge, 2015. 

(HV 6773.15 .C97 T47 2015eb) 

Kaplan, Fred M. Dark Territory: The Secret History of Cyber War. New York: Simon & Schuster, 2016. 

(HV 6773.15 .C97 K37 2016) 

Kay, Sean. Global Security in the Twenty-First Century: The Quest for Power and the Search for Peace. 

2nd ed. Lanham: Rowman & Littlefield, 2012. 

(JZ 5588 .K39 2012) 

Koppel, Ted. Lights Out: A Cyberattack, a Nation Unprepared, Surviving the Aftermath. New York: 

Crown, 2015. 

(TK 1025 .K67 2015) 

Kostopoulos, George K. Cyberspace and Cybersecurity. Boca Raton: CRC, 2013. 

(TK 5105.59 .C94 2013) 

Russell, Alison Lawlor. Cyber Blockades. Washington: Georgetown UP, 2014. 

(HV 6773.15 .C97 R87 2014) 

United States. Congress. House. Committee on Homeland Security. Subcommittee on Cybersecurity, 

Infrastructure Protection and Security Technologies. Facilitating Cyber Threat Information 

Sharing and Partnering With the Private Sector to Protect Critical Infrastructure: An Assessment 

of DHS Capabilities. Hearing. 113 Cong., 1st sess. Washington: GPO, 2013. 

(Gov Doc Y 4.H 75:113-17) 

 

JOURNALS 

 

Bajaj, Kamlesh. "Cyberspace As Global Commons: The Challenges." Dataquest 30, no. 7(April 2012): 

40-4. 

Bronk, Christopher, Cody Monk, and John Villasenor. "The Dark Side of Cyber Finance." Survival 54, 

no. 2(April 2012-May 2012): 129-42. 

Bryant, William D. "Cyberspace Superiority A Conceptual Model." Air & Space Power Journal 27, no. 

6(November 2013-December 2013): 25-44. 
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Cai, Cuihong, and Diego Dati. "Words Mightier Than Hacks: Narratives of Cyberwar in the United States 

and China."  Asian Perspective: SPECIAL ISSUE 39, no. 3(July 2015-September 2015): 541-53. 

Caplan, Nathalie. "Cyber War: The Challenge to National Security." Global Security Studies 4, no. 

1(Winter 2013): 3-115. 

Condron, Sean M. "Getting It Right: Protecting American Critical Infrastructure in Cyberspace." Harvard 

Journal of Law & Technology 20, no. 2(Spring 2007): 403-22. 

Creedon, Madelyn R. "Space and Cyber: Shared Challenges, Shared Opportunities." Strategic Studies 

Quarterly 6, no. 1(Spring 2012): 3-8. 

Cser, Orsolya. "The Role and Security of Money From the Aspect of Cyber Warfare." AARMS: Academic 

& Applied Research in Military & Public Management Science. 14, no. 3(January 2015): 331-42. 

Demchak, Chris C., and Peter Dombrowski. "Rise of a Cybered Westphalian Age." Strategic Studies 

Quarterly 5, no. 1(Spring 2011): 32-61. 

Dobrian, Joseph. "Are You Sitting on a Cyber Security Bombshell?" Journal of Property Management 

80, no. 5(September 2015-October 2015): 8-11. 

Ebert, Hannes, and Tim Maurer. "Contested Cyberspace and Rising Powers." Third World Quarterly 34, 

no. 6(July 2013): 1054-74. 

Gartzke, Erik, and Jon R. Lindsay. "Weaving Tangled Webs: Offense, Defense, and Deception in 

Cyberspace." Security Studies 24, no. 2(April 2015-June 2015): 316-48. 

Greiman, Virginia A. "National Intelligence, Corporate Competitiveness and Privacy Rights: Co-Existing 

in Cyberspace." Global Studies Journal 9, no. 3(2016): 43-56. 

Gross, Jessica R. "Hacked and Be Hacked: A Framework for the United States to Respond to Non-State 

Actors in Cyberspace." California Western International Law Journal 46, no. 2(Spring 2016): 

109-45. 

Gross, Oren. "Cyber Responsibility to Protect: Legal Obligations of States Directly Affected by Cyber-

Incidents." Cornell International Law Journal 48, no. 3( Fall 2015): 481-511 . 

Jakobi, Anja P. "Non-State Actors and Global Crime Governance: Explaining the Variance of Public-

Private Interaction." British Journal of Politics and International Relations 18, no. 1(February 

2016): 72-89. 

Jensen, Eric Talbot. "Computer Attacks on Critical National Infrastructure: A Use of Force Invoking the 

Right to Self-Defense." Stanford Journal of International Law 38(2002): 207-41. 

Johnson, Phillip A. "Is It Time for a Treaty on Information Warfare?" International Law Studies 76, no. 

439-455(2002). 

Lee, Robert M. "The Interim Years of Cyberspace." Air & Space Power Journal 27, no. 1(January 2013-

February 2013):  58-79. 

Lincoln, Bonner E. "Defending Our Satellites." Air & Space Power Journal 29, no. 6(November 2015-

December 2015): 74-82. 
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Lynn III, William J. "Defending a New Domain." Foreign Affairs 89, no. 5(September 2010-October 

2010): 97-108. 

Nielsen, Suzanne C. "Pursuing Security in Cyberspace: Strategic and Organizational Challenges." Orbis: 

A Journal of World Affairs 56, no. 3(Summer 2012): 336-56. 

Nojeim, Gregory T. "Cybersecurity and Freedom on the Internet." Journal of National Security Law & 

Policy 4, no. 1(August 2010): 119-37. 

Nye, Joseph S. "Nuclear Lessons for Cyber Security?" Strategic Studies Quarterly 5, no. 4(Winter 2011): 

18-39. 

Roesener, G., Carl Bottolfson, and Gerry Fernandez. "Policy for US Cybersecurity." Air & Space Power 

Journal 28, no. 6(November 2014-December 2014): 38-54. 

Rudner, Martin. "Cyber-Threats to Critical National Infrastructure: An Intelligence Challenge." 

International Journal of Intelligence and Counterintelligence 26, no. 3(May 2013): 453-81. 

Serrano, Antonio Segura. "Cybersecurity: Towards a Global Standard in the Protection of Critical 

Information Infrastructures." European Journal of Law and Technology 6, no. 3(2015): 1-121. 

Shea, Jamie. "How Is NATO Dealing with Emerging Security Challenges?" Georgetown Journal of 

International Affairs 14, no. 2(Summer 2013-Fall 2013): 193-201. 

Tereshchenko, Natalia. "US Foreign Policy Challenges of Non-State Actors' Cyber Terrorism Against 

Critical Infrastructure." International Journal of Cyber Warfare and Terrorism 2, no. 4(2012):  

28-48. 

Van Epps, Geoff. "Common Ground: U.S. and NATO Engagement with Russia in the Cyber Domain." 

Connections 12, no. 4(Fall 2013): 15-50. 

Wedgwood, Ruth G. "Proportionality Cyberwar, and the Law of War." International Law Studies 

76(2002): 219-32. 

Whyte, Christopher. "Power and Predation in Cyberspace." Strategic Studies Quarterly 9, no. 1(Spring 

2015): 100-118. 
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III.  COMPUTER ISSUES 

Books, Government Documents, and Report Literature 

 

Arquilla, John and David F. Ronfeldt. Networks and Netwars:The Future of Terror, Crime, and 

Militancy. Santa Monica: RAND, 2001. 

(REPORT LITERATURE RAND MR-1382-OSD) 

Coleman, E. Gabriella. Hacker, Hoaxer, Whistleblower, Spy: The Many Faces of Anonymous. London; 

New York: Verso, 2014. 

(HV 6773 .C646 2014) 

Denning, Dorothy Elizabeth Robling. Information Warfare and Security. New York; Reading: ACM;  

Addison-Wesley, 1999. 

(U 163 .D46 1999) 

Hafner, Katie and John Markoff. Cyberpunk: Outlaws and Hackers on the Computer Frontier. New 

York: Simon & Schuster, 1991. 

(QA 76.9 .A25 H34 1991) 

Libicki, Martin C. Conquest in Cyberspace: National Security and Information Warfare. New York: 

Cambridge UP, 2007. 

(U 163 .L534 2007) 

Parker, Tom, et al. Cyber Adversary Characterization: Auditing the Hacker Mind. Rockland: Syngress, 

2004. 

(QA 76.9 .A25 C93 2004eb) 

Rosenzweig, Paul. Cyber Warfare: How Conflicts in Cyberspace Are Challenging America and Changing 

the World. Changing face of war. Santa Barbara: Praeger, 2012. 

(U163 .R68 2012) 

Schwartau, Winn. Information Warfare: Cyberterrorism: Protecting Your Personal Security in the 

Electronic Age. 2nd ed. New York: Thunder's Mouth, 1996. 

(QA 76.9 .A25 S354 1996) 

Segal, Adam. The Hacked World Order: How Nations Fight, Trade, Maneuver, and Manipulate in the 

Digital Age. New York: PublicAffairs, 2016. 

(JZ 1254 .S44 2016) 

Sterling, Bruce. The Hacker Crackdown: Law and Disorder on the Electronic Frontier. New York: 

Bantam, 1992. 

(HV 6773.2 .S74 1992) 

United States. Congress. House. Committee on Science, Space and Technology 2011 Subcommittee on 

Research and Technology. The Expanding Cyber Threat. Hearing. 114th Cong., 1st sess. 

Washington: GPO, 2015. 

(Gov Doc Y 4.SCI 2:114-2) 

Zetter, Kim. Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon. New 

York: Crown, 2014. 

(UG 593 .Z48 2014) 
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JOURNALS 

 

Arquilla, John and David Ronfeldt. "Cyberwar Is Coming!" Comparative Strategy 12, no. 2(1993): 141-

65. 

Axelrod, Robert and Iliev Rumen. "Timing of Cyber Conflict." Proceedings of the National Academy of 

Sciences 111, no. 4(January 2014): 1298-303. 

Benson, David C. "Why the Internet Is Not Increasing Terrorism." Security Studies 23, no. 2(May 2014): 

293-328. 

Deibert, Ron. "Cyberspace under Siege." Journal of Democracy 36, no. 3(July2015): 64-78. 

Doneda, Danilo and Virgilio A.F. Almeida. "Privacy Governance in Cyberspace."  IEEE Internet 

Computing 19, no. 3(2015): 50-3. 

Farwell, James P., and Rafal Rohozinski. "Stuxnet and the Future of Cyber War." Survival 53, no. 

1(February 2011-March 2011): 23-40. 

Herr, Trey and Paul Rosenzweig. "Cyber Weapons and Export Control: Incorporating Dual Use with the 

PrEP Model." Journal of National Security Law & Policy 8, no. 2(October 2015): 301-19. 

Hollis, Duncan B. "Why States Need an International Law for Information Operations." Lewis & Clark 

Law Review 11, no. 4(Winter 2007): 1023-61. 

Lin, Herbert. "A Virtual Necessity: Some Modest Steps Toward Greater Cybersecurity ." Bulletin of the 

Atomic Scientists 68, no. 5(September 2012): 75-87. 

Lin, Herbert S. "Offensive Cyber Operations and the Use of Force." Journal of National Security Law & 

Policy 4, no. 1(2010): 63-86. 

Lindsay, Jon R. "Stuxnet and the Limits of Cyber Warfare."  Security Studies 22, no. 3(July 2013-

September 2013): 365-404. 

Lipner, Steven B. "The Birth and Death of the Orange Book." IEEE Annals of the History of Computing 

37, no. 2(April 2015-June 2015): 19-31. 

Rid, Thomas and Ben Buchanan. "Attributing Cyber Attacks." Journal of Strategic Studies 38, no. 1-

2(2015): 4-37. 

Robertson Jr, Horace B. "Self-Defense against Computer Network Attack under International Law." 

International Law Studies 76(2002): 121-45. 

Watts, Sean. "Low-Intensity Computer Network Attack and Self-Defense." International Law Studies 87, 

no. 1(2011): 59-87. 

Williams, Robert D. "(Spy) Game Change: Cyber Networks, Intelligence Collection, and Covert Action." 

George Washington Law Review 79, no. 4(June 2011): 1162-200. 

Wood, Colin. "Mission Impossible?" Government Technology 27, no. 8(2014): 16-20. 
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Yost, Jeffrey R. "The Origin and Early History of the Computer Security Software Products Industry." 

IEEE Annals of the History of Computing 37, no. 2(April 2015-June 2015): 46-58. 
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IV.  FOREIGN POLICY INCLUDING POLITICS 

Books, Government Documents, and Report Literature 

 

Betz, David J. and Timothy C Stevens. Cyberspace and the State: Towards a Strategy for Cyberpower. 

Abingdon; New York: Routledge, 2011. 

(HM 851 .B485 20141) 

Brantly, Aaron Franklin. The Decision to Attack: Military and Intelligence Cyber Decision-Making.  

Studies in security and international affairs. Athens: U of Georgia P, 2016. 

(U 163 .B69 2016eb) 

Cavelty, Myriam Dunn. Cyber-Security and Threat Politics: US Efforts to Secure the Information Age. 

CSS studies in security and international relations. London; New York: Routledge, 2008. 

(QA 76.9 .A25 D87 2008eb) 

Choucri, Nazli. Cyberpolitics in  International Relations. Cambridge: MIT P, 2012. 

(JZ 1254 .C47 2012) 

Jasper, Scott, ed. Conflict and Cooperation in the Global Commons: A Comprehensive Approach for 

International Security. Washington: Georgetown UP, 2012. 

(JZ 6005 .C66 2012) 

---. Securing Freedom in the Global Commons. Stanford: Stanford Security Studies, 2010. 

(UA 10.5 .S3725 2010) 

Karatzogianni,  Athina, ed. Cyber-Conflict and Global Politics. Contemporary security studies. New 

York: Routledge, 2009. 

(HM 851 .C924 2009eb) 

Price-Smith, Andrew T. ed. Rising Threats, Enduring Challenges: Readings in U.S. Foreign Policy. New 

York: Oxford UP, 2015. 

(E 183.7 .R67 2015) 

Schmidt, Lara. Perspective on 2015 DoD Cyber Strategy. Santa Monica: RAND, 2015. 

(http://www.dtic.mil/docs/citations/ADA621794) 

Smith, Douglas S. Securing Cyberspace: Approaches to Developing an Effective Cyber-Security Strategy. 

Carlisle Barracks: U.S. Army War College, 2011. 

(http://www.dtic.mil/dtic/tr/fulltext/u2/a565052.pdf) 

United States. Congress. House. Committee on Armed Services. Subcommittee on Intelligence, Emerging 

Threats and Capabilities. Information Technology and Cyber Operations: Modernization and 

Policy Issues in a Changing National Security Environment. Hearing. 113th Cong., 2d sess. 

Washington: GPO, 2014. 

(Gov Doc Y 4.AR 5/2 A:2013-2014/87 
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JOURNALS 

 

"Core Considerations Regarding Cybersecurity, Sovereignty, and U.S. Foreign Policy." American 

Foreign Policy Interests 36, no. 5(September 2014-October 2014): 332-3. 

Chenou, Jean-Marie. "From Cyber-Libertarianism to Neoliberalism: Internet Exceptionalism, Multi-

Stakeholderism, and the Institutionalisation of Internet Governance in the 1990s." Globalizations 

11, no. 2(April 2014): 205-23. 

Cornish, Paul. "Governing Cyberspace through Constructive Ambiguity." Survival 57, no. 3(June 2015): 

153-76. 

Dipert, Randall R. "The Ethics of Cyberwarfare." Journal of Military Ethics 9, no. 4(December 2010): 

384-410. 

---. "Other-Than-Internet (OTI) Cyberwarfare: Challenges for Ethics, Law, and Policy." Journal of 

Military Ethics 12, no. 1(April 2013): 34-53. 

Flowers, Angelyn and  Sherali Zeadally. "US Policy on Active Cyber Defense." Journal of Homeland 

Security & Emergency Management 11, no. 2(June 2014): 289-308. 

Foster, William and Hannah Thoreson. "How to Create a World Financial Community Resilient to Cyber-

Espionage and Hacking?" Security Index: A Russian Journal on International Security 19, no. 

4(December 2013). 

Johanson, Derek. "The Evolving U.S. Cybersecurity Doctrine." Security Index: A Russian Journal on 

International Security 19, no. 4(December 2013): 37-50. 

Landis, Benjamin L. "A National Defense Policy for the Twenty-First Century." American Diplomacy 

(October 2010): 1-6. 

Liu, Shih-Diing. "The Cyberpolitics of the Governed." Inter-Asia Cultural Studies 14, no. 2(June 2013): 

252-71. 

Nocetti, Julien. "Contest and Conquest: Russia and Global Internet Governance." International Affair. 91,  

no. 1(January 2015): 110-30. 

Sheldon, John B. "Geopolitics and Cyber Power: Why Geography Still Matters." American Foreign 

Policy Interests 36, no. 5(September 2014-October 2014): 286-93. 

Tereshchenko, Natalia. "US Foreign Policy Challenges of Non-State Actors' Cyber Terrorism Against 

Critical Infrastructure." International Journal of Cyber Warfare and Terrorism 2, no. 4(2012):  

28-48. 

Whyte, Christopher. "Ending Cyber Coercion: Computer Network Attack, Exploitation and the Case of 

North Korea." Comparative Strategy 35, no. 2(2016): 93-102. 
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V.  INTELLIGENCE COMPONENTS 

Books, Government Documents, and Report Literature 

 

 

Cyber Intelligence: Setting the Landscape for an Emerging Discipline. Arlington: Intelligence and 

National Security Alliance, 2011. 

(images.magnetmail.net/images/clients/INSA/attach/INSA_CYBER_INTELLIGENCE_2011.pdf

) 

Bamford, James. Body of Secrets: Anatomy of the Ultra-Secret National Security Agency. New York: 

Anchor, 2002. 

(UB 256 .U6 B36 2002) 

---. The Puzzle Palace: A Report on America's Most Secret Agency. Harmondsworth, Middlesex; New 

York: Penguin, 1983. 

(UB 251 .U5 B35 1983) 

Betts, Richard K. Enemies of Intelligence: Knowledge and Power in American National Security. New 

York: Columbia UP, 2007. 

(JK 468 .I6 B44 2007) 

Cappelli, Dawn M., Andrew P. Moore, and Randall F. Trzeciak. The CERT Guide to Insider Threats: 

How to Prevent, Detect, and Respond to Information Technology Crimes (Theft, Sabotage, 

Fraud). Upper Saddle River: Addison-Wesley, 2102. 

(On order) 

Cyber Intelligence Task Force. Operational Levels of Cyber Intelligence. Arlington: Intelligence and 

National Security Alliance, 2013. 

(file:///C:/Users/Frances.Scott/Downloads/Operational%20Levels%20of%20Cyber%20Intelligen

ce%20(6).pdf) 

Kahn, David. The Codebreakers: The Story of Secret Writing. Rev. ed. New York: Scribner, 1996. 

(Z 103 .K28 1996) 

Koppel, Ted. Lights Out: A Cyberattack, a Nation Unprepared, Surviving the Aftermath. New York: 

Crown, 2015. 

(TK 1025 .K67 2015) 

Rovner, Joshua. Fixing the Facts: National Security and the Politics of Intelligence. Cornell studies in 

security affairs. Ithaca: Cornell UP, 2011. 

(JK 468 .I6 R687 2011) 

Stoll, Clifford. The Cuckoo's Egg: Tracking a Spy through the Maze of Computer Espionage. New York: 

Doubleday, 1989. 

(UB 271 .R92 H477 1989) 

Yardley, Herbert O. The American Black Chamber. Indianapolis: Bobs-Merrill, 1931. 

(D 639 .S7 Y3 1931) 
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JOURNALS 

 

Brown, Gary D. "Spying and Fighting in Cyberspace: What Is Which?" Journal of National Security Law 

& Policy 8, no. 3(March 2016): 1-22. 
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